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ABTOMaTHYECKOE PACIO3HABAHHE JIMYHOCTHA MO OHMOMETPHYCCKOMY MPHU3HAKY OCHOBAHO HA YHUKAIBHBIX
0COOCHHOCTSIX WIIM XapaKTepUCTHKaX Jrofei. [Ipomecc OnomMeTpudeckon HACHTU(PUKAIIN TPEICTABISET CO00M
(hopMHUpOBaHKE ITATOHHBIX IAOJIOHOB M CPABHCHHE MX C HOBBIMH BXOJHBIMU JAaHHBIMU. AJITOPUTMBI Paciio3Ha-
BaHMs 110 PUCYHKY paay’KHON OOOJIOYKH IJla3a MMOKAa3aJd Ha MPAKTHKE BBICOKYIO TOYHOCTH M MAaJIbI MPOICHT
omuboK maeHTuduKauu. [IpeumyniecTsa pamy KK Haa IPYTHMH OMOMETPHYCCKUMH TPU3HAKAMHU OIPEHCIsi-
eTcsl ee OOJBIICH CTEereHbI0 CBOOOABI (0KOMO 249 cTerneHei cBoOOIbI), N30BITOYHON TUIOTHOCTBIO YHHKAIBHBIX
MPU3HAKOB U TOCTOSTHHOCTBIO BO BPEMCHHU. BBICOKHI YPOBCHB JOCTOBEPHOCTH PACIIO3HABAHUS OYCHBH BaXKCH,
MIOTOMY YTO ITO3BOJISIET BBIMTOJIHSTH MOUCK O OOJIBIIMM 0a3aM JaHHBIX U PabOTaTh B PEKUME HICHTH(DHUKAINN
OJTMH-KO-MHOTYM, B OTJIHYHH OT PEKHUMa MPOBEPKHU OJAUH-K-OIHOMY, KOTOPBIH MPUMEHHM J[IST HEOOJIBIIIOTO KOJIH-
yecTBa cpaBHeHUH. JIto0ast GmoMeTprueckas cucteMa UISHTUPUKAITH SBISIETCS BEPOSITHOCTHOM. J1JIst onrcanus
KaueCTBCHHBIX XapaKTePUCTUK PACIIO3HABAHUS MPUMEHSIOTCS: TOYHOCTh PACIIO3HABAHUS, BEPOSITHOCTh JIO)KHOTO
JIOCTYTIa U BEPOSITHOCTh JIOKHOTO OTKa3a JAOCTyIA. DT XapaKTEPHCTUKHU IO3BOJISIOT CPAaBHHBAaTh METOIBI pac-
MO3HABAHUS JIMYHOCTH MEXIy COOON M OIICHUBATH MOBEJCHUE CUCTEMBI B KAKMX-JIMOO ycIoBUsAX. B 3Toif craThe
OOBSICHSCTCS. MaTeMaTHYECKasi MOJICIIb OMOMETPUYECKON MICHTU(HUKAIINKU 110 Paay>KHONH 000JI0YKE I1a3a, ee Xa-
PAKTEPUCTUKU M aHAJTH3UPYIOTCS PE3yJIbTaThl CPABHCHUS MOJCTH C PEabHBIM MPOIECCOM Paciio3HaBaHust. Jlist
peIIeHHsT 3TOW 3a1a4d MPOBOJUTCS 0030p CYIIECTBYIOMIMX METOAOB HACHTH(OUKAIIMHA MO PadyKHOW 000JI0UKe
I1a3a, OCHOBAHHBIX Ha PA3JUYHBIX CIIOc0o0aX (OPMHPOBAHHS BEKTOpa YHHKAJIbHBIX NMPH3HAKOB. ONHCHIBACTCS
pa3paboTaHHBIA TPOTPaMMHBINA KOMIUIEKC Ha si3bIke Python, KOTOpBI CTPOUT BEPOSITHOCTHBIC PACIIPEIICIICHHS
W TeHepupyeT OOJbIIHEe HAOOPHI TECTOBBIX JAHHBIX, KOTOPHIC MOTYT OBITH HCIIOJIB30BAHBI B TOM YHCIIC IS
00y4YeHHUsT HCHPOHHOU CETH MPHUHATHS PelicHUs 00 nmaeHTH(UKAIMK. B KauyecTBe MPaKTUYECKOTO MPUMEHCHHUS
MOJICITH TIPEIJIOKEH aJITOPUTM CHHEPTHHM HECKOJIBKHX METOMOB HICHTU(HUKAIIMK JTHYHOCTH IO PaayKHOU 000-
JIOYKE I71a3a, MO3BOJIIOIINI YBEIHYUTh KA9€CTBEHHBIC XapaKTePUCTHKHA CUCTEMBI, B CPAaBHCHUH C IPUMCHEHUECM
KaKJIOTO METO/a OTHCIBHO.
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Automatic recognition of personal identity by biometric features is based on unique peculiarities or
characteristics of people. Biometric identification process consist in making of reference templates and
comparison with new input data. Iris pattern recognition algorithms presents high accuracy and low identification
errors percent on practice. Iris pattern advantages over other biometric features are determined by its high
degree of freedom (nearly 249), excessive density of unique features and constancy. High recognition reliability
level is very important because it provides search in big databases. Unlike one-to-one check mode that
is applicable only to small calculation count it allows to work in one-to-many identification mode. Every
biometric identification system appears to be probabilistic and qualitative characteristics description utilizes
such parameters as: recognition accuracy, false acceptance rate and false rejection rate. These characteristics
allows to compare identity recognition methods and asses the system performance under any circumstances. This
article explains the mathematical model of iris pattern biometric identification and its characteristics. Besides,
there are analyzed results of comparison of model and real recognition process. To make such analysis there
was carried out the review of existing iris pattern recognition methods based on different unique features vector.
The Python-based software package is described below. It builds-up probabilistic distributions and generates
large test data sets. Such data sets can be also used to educate the identification decision making neural network.
Furthermore, synergy algorithm of several iris pattern identification methods was suggested to increase qualitative
characteristics of system in comparison with the use of each method separately.
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Introduction

The development of reliable automatic recognition of personal identity has become an attractive
goal for a huge number of researches for a long time. The scope and range of solvable tasks by the
systems has been expanded at the same time with technical progress. Automatic biometric recognition
is a solution to the problem of pattern recognition, the key issue of which is finding the boundary
between the variability of instances in a class and interclass variability. This means that objects can be
reliably classified only if this intra-class (same objects) variability is less then inter-class variability. In
addition, the stability of the compared signs has to be considered. As an example, the facial images
taken a year ago, at least, lead to a strong degradation in accuracy of facial recognition systems. Due
to the fact that on the one hand the face is a changeable social organ and at the same time it is
a complex 3D object there are differences in the images for a one person depending on the shooting
angle, equipment and external factors. It is also important to take into account the degree of uniqueness
of biometric features, as far as the comparison of the geometric shape is the basis of face recognition
and the different faces possess the same basic set of features so that it leads to the fail result for similar
people.

Iris biometric identification is one of the most promising ways of reliable automatic contactless
identification of a person. Although small and difficult to image, especially in visible light, the iris is
an organ that has the great mathematical advantage that its pattern variability among different persons
is great. The degree of freedom of the iris pattern and the density of unique features are several
times higher than the degree of freedom of other biometric features. But from practical point of view
taking iris images is far more complicated process than of facial features. For example, taking iris
images requires a special system of infrared spectrum cameras. Based on tests of personal identity
iris recognition system mentioned above we can emphasize that iris recognition system provides higher
quality of identification compare to face recognition, although false recognition and excess failure cases
should be considered herewith.

Designing of more precise iris based identification methods with application of new algorithms
of signs differentiation and their comparison, is one of the key areas for development of automatic
recognition of personal identity. Along with that, development of machine learning systems finds more
areas of application and for modeling such systems a lot of test data sets are required. All of that
modeling is an integral part of overall information system security that assesses its sustainability and
functioning in different situations.

As a tool for solving these problems, a development of a new model of iris biometric recognition
system of personal identity is proposed and its assessment and comparison with current similar systems.
Based on different areas of application of such models, it is proposed to consider only those topical
approaches that are theoretical (axiomatic) and empirical (frequency, static) levels of interpretation.

Iris recognition principle

There are a number of methods of personal identification according to iris and one of them is
widely used in industrial systems and has already recommended itself as one of the precise methods
of personal identification, whereas others have only been described in scientific articles and they are
subjects for further practical application. Nevertheless, there is an overall principle of iris personal
identification which presents as a sequence of actions described in Figure 1.

The first step is to capture an eye using individual cameras or a camera system to take high-
resolution images. In industrial systems, cameras in the infrared spectrum are more often used, which
makes it possible to obtain a more contrast image even for dark irises, however, the distance to the
subject is no more than 1 meter. Currently, recognition methods are being actively developed for images

2020, T. 12, Ne 3, C. 629-639




632 N. V. Suvorov, M. P. Shleymovich

Finding an Iris Normalization

Y
Comparison Feature Encoding

p1]o[1]1]0]o0 1] —

m

Figure 1. Typical process of eye identification by the iris, presented in the form of a sequence of transformation
steps: input image, localized iris, normalization, parametrization (Gabor filter), code comparison
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obtained in the visible radiation range [Trokielewicz, 2016]. The resulting image undergoes a series
of pre-processing functions, the essence of which is to align the histogram and smooth out bright
bursts (glare) to reduce the influence of these areas on the localization stage. In the next step, the iris
localization algorithms are applied. The center of the pupil and its borders, the center of the iris and
its external borders are calculated. This is an absolute necessity because the centers of the pupil and
iris in many tests do not match due to the physiological features of the eye structure. Additionally,
localization of unsuitable for recognition areas of the image is used: the eyelids, eyelashes and glares.
After finding the borders of the iris, the transformation from a polar coordinate system to a rectangular
one is performed, this provides resistance to the angle of shooting of the subject, as well as to changes
in the size of the iris due to the expansion and contraction of the pupil. The advantage of this approach
can still highlight the same format and size for all images of the iris, regardless of the shooting
equipment. One of the key stages is the algorithm for extracting the signs of the iris, also known as
parameterization. Depending on the method chosen, the result of this function is the feature vector of
the iris structure of a certain length. The purpose of this step is to select features that are independent of
contrast, lightness, and angle of shooting, which allows determining the owner uniquely. Depending on
the chosen parametrization method, the type of comparison function is determined, the task of which
is reduced to interpreting the differences between the feature set as a real number from the [0, 1]
value interval, where 0 is a complete similarity, and 1 is a complete difference. Each of these stages
is described in more detail in [Daugman, 2004]; within the framework of this article, only the effects
of errors at different steps on the final recognition result for the construction of the model will be
considered.

Existing iris recognition methods

The active development of the area of identification by the iris of the eye has made a variety
of approaches to the identification of unique features and methods for their comparison. A review of
the characteristics of the main algorithms is described in detail in [Sunil, 2019]. You can select the
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basic set of functions on which the selection of signs and the calculation of the distance between the
compared feature vectors are based:

Gabor filter: defined as the result of multiplying a harmonic function by a Gauss function. In
this filter, each pixel in the normalized image is modulated into two parts of the binary code in
the resulting iris template, which will be used at the stage of matching with the template.

Wavelet-transformation: here the normalized area of the iris is decomposed into components with
different resolutions. The conversion uses a filter bank to search for objects in the image using
varying window sizes, and the resulting code will have a resolution in frequency and space.

Discrete cosine transformation: it is based on the one-dimensional discrete cosine transformation
(DCT) as a means of distinguishing features for classification. The iris codes are generated as
a sequence of individual parts.

Gaussian Laplace filter: with this approach, the filter decomposes the image of the iris into an
analyzed form called the Laplace pyramid, then a set of Gaussian filters is applied to the resulting
image to encode objects.

Key local variations: it is dealt with a normalized iris image which extracts the features and
combines it into one-dimensional signal intensity. Then a discrete wavelet transformation is
applied to count the sudden changes of signal intensity, and finally, the points of maximum and
minimum are encoded in the feature vectors, which are then transformed into a binary template.

Hilbert transformation: extracts information from the texture of the iris image, and forms the
analyzed frequency, known as the “appearance frequency”.

All sorts of functions for comparing feature vectors are also used:

Hamming distance — Measures the number of bits for which the two iris codes do not match.
Euclidean distance — Metric for measuring the minimum distance between two vectors iris code.

Levenshtein distance — Metric for measuring the minimum number of edits required to convert
one line to another.

Series of comparison estimates — Instead of optimally aligning the two aperture codes by
maximizing the comparison estimate for several bit shifts, a common series of comparison
evaluations is used to avoid loss of information.

Multimodal merger of coincidences — A method for comparing iris images in visible light using
several characteristics of the iris and eye images.

First of all, for the implementation of parameterization algorithms a set of biometric data is necessary
for comparison. CASIA and UBIRIS eye image databases are freely available, which contain images
of various resolutions and qualities captured on infrared and conventional cameras. The developing
methods are tested on different data and measure the main characteristics: recognition accuracy, FAR
and FRR.

1.

The following methods will be presented in more detail for further modeling.

Daugman’s method — for each normalized input image of the iris, a spatial-frequency convolution
is applied by a two-dimensional Gabor filter. Each bit of code is determined by the sign of the
effect of the two-dimensional Gabor filter on some small area of the iris texture. Thus, the
result is a vector of bits, which is compared with the reference method of finding the Hamming
distance. Depending on the comparison result from the interval [0, 1], a decision is made where
the boundary is the interval [0.26,0.35], which depends on the system settings.
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2. Continuous wavelet transformation (CWT) is a normalized image of the iris, defined as
a convolution with a series of wavelet functions that can be converted into multiplication in
the Fourier frequency domain. For the resulting feature vector, the Euclidean distance with the
reference feature vector is calculated.

3. Discrete wavelet transformation (DWT) — the input image is converted into components that
appear in different wavelet resolutions. Texture features can be analyzed at different resolutions
using their mulitiscale wavelet decomposition. Haar wavelets can reveal sharp changes in spatial
texture by repeatedly applying low and high frequencies. Filters are separately applied to the
rows and columns of the iris image. The recursive application of this decomposition is used to
construct a higher level of decomposition. To determine the compliance of the distance between
the feature vectors, the Hamming distance is used.

The choice of these particular methods is justified by the presence of a detailed distribution
function of the comparison values obtained in real identification systems by the iris of the eye.

The quality of the distance distribution function affects the construction of a probability function
that directly determines the quality of the model. Characteristics of recognition methods were obtained
for images from the UBIRIS database.

Mathematical model of a biometric identification system

To describe and simulate the system of eye identification by the iris, let us present the recognition
process as a set of input data, transformation functions, and possible variants of the system result
(Figure 2).

—>> Accuracy

d=D(p,, p,)

& | m =T | P | p=Pm) > >

Figure 2. Typical process of eye identification by the iris, presented in the form of input data: the reference
image e; and the image compared with the reference e,, sequences of application of functions T(e) —
localization/normalization, P(z,m) — parametrization and D(pi, p») — comparisons of vectors symptoms and
possible results of work: the right decision, access failure error and access granting error

:
Y

As input data we will consider images of the eyes e; and e;, taking into account the varying
quality parameters of the shooting. The variability of the image parameters introduces a probabilistic
characteristic into the system, which is complemented by the influence of the conversion and
comparison functions. To simplify the scheme, and combine the stages of preprocessing, localization
and normalization together, and get: {t,m} = T(e), where ¢ is the template of the iris in a cartesian
coordinate system, specific size, m is the mask unsuitable for recognition areas. The parameterization
stage is a transformation of the form p = P(t,m), the result of which is the vector of signs of the
iris. Depending on the selected feature extraction method, a function of the form d = D(py, p2) is
defined, which is a measure of the comparison of the distance between the feature vectors p; and p».
The normalized value of d varies in the interval [0, 1], where O corresponds to a complete match,
and 1 to a full difference. We define the intervals of values as [0, x;] — for the same iris, [x,, 1] — for
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Figure 3. Graph of probability of obtaining the distance between the vectors of the eye iris signs, divided
into f(x) — successful identification of the same irises, g(x) — successful access denied for different iris,
k(x) — erroneous access for different iris, h(x) — access failure error for identical iris and indicated by the
boundaries xi, z, x»

different. This separation allows you to analyze the options of the system. Since the biometric system
of identification on the iris of the eye works with a certain probability of errors, then we will only
consider the case when x; > x;. We introduce the point z, which is chosen from the interval [xi, x;]
and is the separator for the identification decision. Thus, we obtain the interval [x,z], in which the
error of a false access (FAR) can occur with a certain probability,

Z

FAR(x) = f k(x)dx, (D

X1

and the interval [z, xp], in which the error of a false access failure (FRR) can occur with a certain
probability.

X2

FRR(x) = f h(x) dx. )

Knowing the probabilities of FRR and FAR, one can calculate the accuracy of the system:
Paccuracy(X) = 1 = FAR(x) — FRR(x). 3)

Graphics can also determine the types of functions: f(x), g(x), k(x), hA(x). When describing the
characteristics of the eye recognition method on the iris, a graph of the distribution of distance values
is plotted, by which it is possible to determine the probabilities as following:

Z
Paceept(X) = ff(x) dx — FAR(x), (4)
0
1
Pagea) = [ 0 dx = FRR(), )
VA
P accuracy — P accept(x) + P reject(x)- (6)
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Thus, choosing mathematical functions corresponding to the statistical ones, one can construct a model
of identification of the person from the iris of the eye.

Quality model recognition system

To assess the mathematical model, 3 different methods of eye identification by the iris were
selected, the parameters and characteristics of which are presented in Table 1 [Bodade, 2014].

Table 1. Characteristics of various methods based on discrete wavelet transform (DWT), continuous wavelet
transform (CWT), gabor filter

Parameter method | Accuracy (%) | FAR (%) | FRR (%)
DWT method 91.5 4.25 4.25
CWT method 95.5 2.25 2.25

Gabor filter method 97.5 1.25 1.25

We will generate a set of recognition results that satisfies the configurations for each
identification method. Each record will be a pair of values {x, ¢}, where x from [0, 1] is the normalized
distance between feature vectors, ¢ from {0, 1} is a sign of successful system operation, where 0 is
erroneous recognition (FRR or FAR ), and 1 — the correct recognition. Thus, using these configurations,
we will simulate the operation of the system for 1 million comparisons and the resulting data sets are
comparable with the actual system performance.

Figure 4 shows graphs of statistical data of real systems and graphs of the work of the developed
model. Comparison of characteristics between them shows that the deviation of the data distribution of
the model does not exceed 0.01%, which is sufficient for its further practical application.

5000 Accept = --eeee- FAR = -eeee- FRR —— Reject

4500
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5 2500 M‘«\
“ 2000 /u' i / \

1500 N, / 1
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Figure 4. The graph reflects the dependence of the number of occurrences of the distances between the vectors of
eye iris signs for the simulated parametrization methods. Accept — shows the distribution of comparison results,
where the solution to the system is the successful identification of the iris. Reject — shows the distribution of
comparison results, where the solution for the system is a successful denial of access for different users. FAR —
shows the distribution of false access for different users. FRR — shows the distribution of false access denials
for the same user
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Intellectual synergy coefficient for several recognition methods

We first determine the theoretical possibility of the appearance of a synergy effect when using
several methods of eye identification by the iris in the automatic recognition of people. Let us analyze
in more detail the process depicted in Figure 2. Consider each function in terms of the impact on the
quality of identification as a whole and the next step in particular. To do this, we construct a graph
(Figure 3) of the quality deviation dependence level of the function on the probability of accurate
identification in general. We introduce x; as a boundary to which there is no influence on the quality of
identification. We also denote x, as the boundary after which the identification quality is 0. Thus, we
obtain the interval [x], x;], where the identification probability can be represented as a function of F(x),
the form of which varies based on the characteristics of the considered implementation stage. Consider
the sequence of normalization 7'(e), parametrization P(z,m) and comparison of D(p1, p2), as dependent
functions. Thus, x;, x, and F(x) will be determined for each stage both by its own characteristics and
by the parameters of the entire chain of functions. As an example, in Figure 4 we will present possible
options for identifying several methods of normalization, parameterization, and comparison. As you
can see, you can select the chains C;, on which a more accurate recognition is possible for a specific
case. Based on the fact that the parameters x;, x, and F(x) vary for each chain, from a theoretical point
of view it is possible to choose such factors, as for the set [C...C,] the identification accuracy is
higher than the maximum value of the individual (C; ... C,). This is the result of the synergy effect.

S =ULCiN ) (k) <2, dyeR=[0,1] (7)
i=1

As one of the practical applications of the mathematical model, it is proposed to use the generated
data in neural network training, which will allow you to make an optimal identification decision based
on synergy coefficients for several methods of recognition by the iris.

Model performance summary

Table 2 presents a summary of the model performance and accuracy for a workstation with the
specifications: CPU 2.4 GHz, RAM 16 GB. The software implementation is made in the Python 2.7
programming language. The model input parameters are: the number of comparisons, the sampling
step, recognition accuracy, the percentage of false access errors, the percentage of false access denials
and the types of distribution of these functions over the interval [0, 1]. The algorithm of the program
can be described as follows:

1. Construction of a probability function for each value on the interval [0, 1], with a given sampling
step.

Generation of a new entity of comparison.

Determining the type of comparison (true or false).

Decreasing counters of a specific type.

A

If not all entities are generated, then return to step 2.

Improvement of eye shooting instruments and increase in power of computers allow using more
advanced methods of image preprocessing, localization, parameterization and comparison of codes
without a significant loss in identification speed, as well as to combine several identification methods
for better recognition. The model can generate about 6,000 full comparisons between different irises
per second, because of the efficient implementation of the matching process in terms of elementary
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Table 2. The speed and accuracy of the model, depending on the number of elements of the iris recognition
process

Count Time (s) | Diff accuracy (%) | Diff FAR (%) | Diff FRR (%)
1,000 0.176 0.40916 0.07143 0.25
10,000 1.629 0.26331 0.09489 0.00662
100,000 16.315 0.00429 0.01078 0.00134
1,000,000 165.456 0.00032 0.00899 0.00127
10,000,000 | 1663.728 0.000016 0.000559 0.00109

mathematics operators. Additionally, the high level of the model’s quality allows to use it in the tasks
of information security’s models, teaching the neural networks of decisions making and testing the new
methods of iris recognition.

Conclusion and future scope

The biometric identification of people has now acquired a key importance in the world, in such
areas as security, access control and forensics.

Recognition by the iris of the eye is one of the rapidly developing biometric methods that
stand out for its unique characteristics and accuracy. Iris recognition is the process of recognizing an
individual by analyzing the visible structure of the iris, a comparison of which can be used for biometric
authentication and identification of people. This article discusses the various stages of recognizing iris
images, which include acquiring, segmenting, normalizing, extracting features, and matching. The
model of a typical iris recognition system of the eye is described and the results of its work are
presented. The data obtained demonstrate a data generation rate of about 6,000 comparisons per second
and a deviation of the output data characteristics from the expected ones of about 0.001% for 1 million
comparisons. A method of combining several parameterization methods to obtain the synergy effect is
proposed. Tasks and achievements are presented in order to provide a platform for the development of
new methods in this area as future work. Also, one of the directions of development is the practical
obtaining of the synergy effect and maximization of recognition accuracy by dynamic calculation of
coefficients based on machine learning.
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