KOMIIBIOTEPHBIE HCCJIEJOBAHUSA
N MOIAEJIMPOBAHME 2015 T. 7 Ne 3 C. 753—758 KM&M

CTEHJIOBBIE JOKJIAIBI

VJIK: 004.75

Cloud computing for virtual testbed
A. B. Degtyarev"*, Myo Min Swe*”, Wunna Kyaw>*

! St.Petersburg State University, Saint-Petersburg, Russia
? St.Petersburg State Marine Technical University, 3 Lotsmanskaya Str., St.Petersburg, 190008 Russia

E-mail: adeg@csa.ru, beltson@gmail.com, cwna.ru.pol@gmail.com
Received October 1, 2014

Nowadays cloud computing is an important topic in the field of information technology and computer sys-
tem. Several companies and educational institutes have deployed cloud infrastructures to overcome their prob-
lems such as easy data access, software updates with minimal cost, large or unlimited storage, efficient cost fac-
tor, backup storage and disaster recovery, and some other benefits if compare with the traditional network infra-
structures. The paper present the study of cloud computing technology for marine environmental data and
processing. Cloud computing of marine environment information is proposed for the integration and sharing of
marine information resources. It is highly desirable to perform empirical requiring numerous interactions with
web servers and transfers of very large archival data files without affecting operational information system infra-
structure. In this paper, we consider the cloud computing for virtual testbed to minimize the cost. That is related
to real time infrastructure.
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B nHacrosimee BpeMst 006auHbIe BRIYHCICHUS SBISIOTCS BaKHOW M akTyanbHOU Temoi B UT. MHorue xom-
MIAaHUW U y4eOHBIC 3aBEICHUS Pa3BEPTHIBAIOT 00JauHbIe HHPPACTPYKTYPHI, 9TOOBI IIPEOI0IETH CBOH IPOOIEMBL,
TaKkye Kak JIETKOCTh JOCTYIa K JaHHBIM, OOHOBJICHHE IIPOTPaMMHOT0 00ecreueH s ¢ MUHUMAIbHBIMH 3aTpara-
MH, BO3MOKHOCTH HEOTPAHWYCHHOTO XPAaHEHHS JAHHBIX U P APYTUX MPEUMYIIECTB [0 CPABHEHHUIO C TPAIUIIH-
OHHBIMH CETEBBIMH HH(pacTpykTypamu. B pabore paccmarpuBaeTcsi IPUMEHEHHE TEXHOJIOTUH OOJIAYHBIX BbI-
YHUCIICHUH MTPU MOJICIMPOBAHUHM MOPCKOH cpelbl 1 00paboTKe NaHHBIX. B naHHOM cityyae oOsiauHble BBIYHCIIE-
HUA mnipejiara€rcesa Ijid MHTCrpaluid U COBMCECTHOT'O MCIIOJIB30BAHUS MOPCKHUX I/IH(I)OpMaLlI/lOHHI)IX PECypCoOB.
B crarbe oOnauHble BHIYMCIICHUS] pAcCMaTPUBAIOTCS KaK CPEJCTBO CHIKEHHSI 3aTpaT NMPU OpraHU3aluyd BUPTY-
JIBHOT'O ITOJIMTOHA B MOPCKUX MCCIIEIOBAHUSIX.
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1. Introduction

Cloud computing is very new concept of computing. It has been thought and realized as a future
generation of computing with the promise of revolutionizing the ICT services by transforming compu-
ting into a ubiquitous utility. The rapid change in technology, frequent updates in users’ demand and as-
sociative high cost in managing users’ demand and available technology have been a big challenges in
the history of computing. The disparity in the cost of hardware and software has made the big obstacles
in computing. Buying the required infrastructures, operating it and upgrading it are the great issues in
computing field. The users’ community was worried and expecting something miracle to overcome these
challenges. They were expecting the computing facilities and required resources should be available on
demand like other utility facilities. Their expectations have been addressed by cloud computing where
computing is treated as a utility and computing facilities would be provided on demand. The cloud com-
puting is the computing in cloud where as the cloud refers to virtual servers; distributed hosting, and
shared resources available over Internet. The users can access the cloud for available service through the
web browser and Internet connectivity. In cloud computing, software, hardware and network are the
main actors. The collective effort of these actors make the cloud computing. We can also visualize the
cloud as a cluster of computers which are based upon distributed system that provide services in real
time over a network and these characteristics make the possibility of using cloud computing in ICT
based system. ICT based system needs to provide required services to required users on the required
time. There are many ICT based systems using in different organizations.

2. Basic characteristics

Cloud computing is the collection of scalable, virtualized resources, which is capable of hosting
application and providing required services to the users and can charge as per the uses like utility. A
could computing has also been defined by lan Foster et al, as a distributed computing paradigm that is
driven by economies of scale, in which pool of abstracted, virtualized, dynamically-scalable, managed
computing power, storage, platforms and services are delivered on demand to external customers over
the Internet [Grossman, 2009]. It is a model for enabling convenient, on- demand network access to a
shared pool of configurable computing resources such as networks, servers, storage, application that
can be rapidly provisioned and released with minimal management effort or service provider interac-
tion [ISACA ..., 2014].

The main goal of cloud computing is to provide ICT services with shared infrastructure and the
collection of many systems. In cloud computing every facility is provided in term of service. It pro-
vides infrastructure as a service, software as a service, platform as a service, network as a service, and
data storage as a service. The main philosophy of cloud computing is to provide every required things
as a service. In order to be clearer, the services in the cloud can be shown in term of layer structure.

Software as a
Service[SaaS]

Platform as a Service[PaaS]

Infrastructure as a
Service[laaS]

Hardware as a Service[HaaS]

Fig. 1. Layers in cloud computing

The Figure 1 depicts the services in terms of the layers. The foundation or lowest layer is
HaaS(Hardware as a service) that provides every required hardware. The layer just above this is [aaS
(Infrastructure as a service) that takes the care of required infrastructure. Similarly, we have two top
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most layer i.e. PaaS(Platform as a service) and SaaS(Software as a service) which provide the required
platform and required software to the users. In general, the bottom three layers are used by developer
whereas the top layer is used by user communities. The use of such services by different users is given
in Section 2.1 with UML use case diagram.

3. Cloud computing technology

Cloud computing has the set of various supporting technologies. A single technology is not suffi-
cient to provide smooth functioning of cloud computing. In cloud computing, it is assumed that soft-
ware and hardware services are essentially stored in the web servers, the cloud rather than spread over
the single computers connected in Internet [Aymerich et al., 2008]. The advent and maturity of virtual-
ization technology enables compute clouds which make demand for cloud that can store, we call this
as storage cloud. The storage cloud and compute cloud together make cloud infrastructure as given in
layer 2 of above Figure 1. This cloud infrastructure makes the possibility of platforms and finally it
supports for the application in the top layer of above figure. More than one cloud makes the cloud ag-
gregators. It needs the cooperation of many available technologies. They are given in Figure 2.

N\
Distributed
[ System ] [Grd Computing
System
Engineering
Virtualization

Cloud
Computing

Service Oriented
Architecture [SOA]

Fig. 2. Technology in Cloud Computing

In Figure 2, it has shown the required technologies in cloud computing. Distributed system is one
of the technologies to provide the support in cloud computing because the nature of cloud is distribut-
ed and it needs a special kind of collaboration and cooperation among the computing nodes. Grid
computing is another one which is required to solve a common problem with the help of clustering
computing nodes in clouds. There are still many similarities between grid and cloud computing. Virtu-
alization can be used in cloud to virtualize all the physical resources. Virtualization is a technology
that combines or divides computing resources to give the environment for one or many operating sys-
tems using hardware and software partitioning. Service oriented architecture (SOA), which is a kind of
software architectures, is required to provide all the facilities in terms of services. The main philoso-
phy of cloud computing is based upon the Service Request and Service Provide. The components in
SOA communicate each other with standard SOAP (Simple Object Access Protocol) which is mostly
written in XML code that makes the possibility of interacting among the heterogeneous environment.
This is the reason of using SOA in cloud computing. The last but not the least is system engineering.
System engineering and its approach is the basic foundation for cloud computing. Cloud has to be
thought in terms of system and it has to go through system development life cycle. All phases in sys-
tem development life cycle is crucial in cloud computing.

4. Types of cloud and features

In general, cloud is classified into two types. They are as: private cloud and public cloud. The
classification is based upon the degree of authentication and authorization in cloud resources. The re-
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sources in public cloud can be access by everyone where as the resources in private cloud cannot be
accessed by everyone. There is a restriction. Mostly, the big organization makes the cloud private for
their internal use. Sometimes there is a need of controlling the access of the resources in cloud and at
the same time it is required to give access to limited users outside the organization, which is possible
with another type of cloud i.e. hybrid cloud. 1t has the features of both private as well as public cloud.
It is a composition of two or more clouds such as private cloud, public cloud and sometimes communi-
ty cloud that remain unique entities but are bound together by standards technology that enables data
and application portability. Amazon’s EC2, S3 are the examples of public or hosted cloud and Google
uses GFS, MapReduce and BigTable as private cloud.

The popularity of cloud computing is because of the available features in cloud computing. There
are many identified features but we reveal only prime features that are pertinent to all system.

Scalability: 1t is one of the features in cloud computing in which the use of multiple resources
can be expanded whenever it is needed and can be reduced if it is not needed. Both expansion and re-
duction of resources can be done without paying extra money or concerning of extra infrastructure.
Considering the constrained capacity, cloud computing offers increased flexibility on scalability for
evolving ICT needs.

Low Risk: In cloud computing, there is nothing to purchase except the required services. It is also
possible to cancel the services if it is not needed. All the services are kept in the cloud with proper
testing mechanism. These features reduce the risk of buying the product and unreliability of any prod-
uct.

Reliability and Survivability: Virtualization is one of the technologies that are used in cloud com-
puting. As we know, virtualization increases the reliability, increases the survivability and also reduces
the downtime.

Availability: Cloud computing provides maximum availability on the system because of multiple
cloud. This means if one cloud goes down then another takes the charge immediately. Fault tolerance
capability is very high in cloud computing. Cloud service providers have enough infrastructure and
bandwidth to accommodate business needs for high speed access, storage, computing and applications.
Since the service provider use the features such as load balancing the systems are not overloaded and
not service delayed.

Low Cost: “Pay as Work” philosophy of cloud computing makes the cost very low. If servers are
not requires, we can turn it off and if it is required then turn it on again. There is no need to buy any
infrastructure or pay for it in advance and also no capital expenses are required.

Ubiquitous Network Cloud can provide the capabilities over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or thick client platforms such as cell
phone, tablet, notebook, and I-Phone etc.

5. Prospective area and future challenges

Despite of huge welcome by many communities, there are still many doubts to be removed, ques-
tions to be solved and issues to be addressed in cloud computing. It has given the opportunity for stu-
dents, researchers and research-based organizations to conduct respective researches and find the con-
crete solutions. We identify the following prospective areas in which researches are required.

Cloud security: Security is one of the prime issues in cloud computing. The cloud users are still
reluctant to share or give their critical data to cloud provider. Still there is no convincing security
mechanism in cloud computing. Perimeter security and contain (data) security could be the area for the
research.

Cloud computing in ubiquitous computing: There are so many ubiquitous devices now days. Peo-
ple use their cell phone, notebook, I-phone and other devices for their daily activities. Still there are so
many complain such as low latency rate, unreliability, unavailability of services, bandwidth conges-
tion etc. A research can be done to solve these issues. Along with these, the issues of pervasive soft-
ware can also be solved using cloud computing.
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Interoperability among cloud provider (Data Lock-In): At present, there are many cloud service
providers and they have standard APIs to interact each other but tomorrow there may be many cloud
service providers. One user may use more than one cloud service providers or one cloud service pro-
vider may have many different types of users. Still there are much works required for the standardiza-
tion in cloud’s APIs. Hence there is a need of details interoperability among them.

Cloud computing in traffic management: Current GPS system of traffic management can be re-
placed by cloud computing based traffic management. A good comparison can be made between exist-
ing GPS based traffic management and proposed cloud-based traffic management.

Cloud computing in e-business: Electronic business has blanketed entire world. People around
the world use maximum e-business for purchasing and their demand of using it is keep on changing.
The service provider has a very tough time to update their system to meet the people’s demand in reg-
ular basis. A significant research can be done in using cloud computing in electronic business to ad-
dress all these problems.

Automated Efficient Backup and Recovery in Cloud computing: Backup the critical data to the
cloud and recovery from it whenever it needs are one of the activities of cloud. Efficient recovery plan
in case of disaster is also one of the areas in which researches can be done.

Cloud based Software Testing: Software testing has been very sensitive task in software devel-
opment process especially in embedded software testing. Rapid change in business process, increasing
complexity, shorter time to market have made software testing more complex , time consuming and
expensive. The cost of finding and removing bugs has become exponential and there is a need to in-
vest huge amount in infrastructure to set up machines for analyzing source code, developing test cases,
running the tests etc. Hence, we can analyze and compare between traditional-based software testing
and cloud-based software testing with the resources provided by the cloud service providers such as
simple storage solution(S3), elastic computing cloud(EC2) etc.

Quick response in resource scaling up and down: Scalability is one of the features of cloud com-
puting. Sometimes the system in the cloud service provider does not response quickly. A research for
quick response as per the load balance can be done without affecting service level agreement (SLA).

In cloud computing there are three main models, i.e. computation, storage and network model.
These models do require significant research to make them more effective than today [Armbrust et al.,
2009].

Along with above mentioned areas, a special thought can be given in each service of cloud com-
puting. There are some unidentified problems in each service. These hidden problems can be identified
and proper solution can be suggested.

Conclusion and future work

Virtual testbed can be deployed within cloud environment to minimize the implementation cost
and achieve more benefits during communication. The cloud computing platform is a most reliable
and cost less solution for real time infrastructures, including applications oriented to consumers, appli-
cations supporting the enterprise, and applications for large scale science. This trend is expected to
continue for the foreseeable future. However, in many ways research in cloud computing is still imma-
ture. There is limited understanding of basic issues, such as exploiting data locality, load balancing,
and identifying nodes and collections of nodes that are damaging the overall performance of an appli-
cation. We also exposed potential areas of cloud computing in which interested researcher can
contribute their work to make cloud computing more better in coming days.
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