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Getting a qualified medical examination can be difficult for people in remote areas because medical staff
available can either be inaccessible or it might lack expert knowledge at proper level. Telemedicine technologies
can help in such situations. On one hand, such technologies allow highly qualified doctors to consult remotely,
thereby increasing the quality of diagnosis and plan treatment. On the other hand, computer-aided analysis of the
research results, anamnesis and information on similar cases assist medical staff in their routine activities and
decision-making.

Creating telemedicine system for a particular domain is a laborious process. It’s not sufficient to pick prop-
er medical experts and to fill the knowledge base of the analytical module. It’s also necessary to organize the
entire infrastructure of the system to meet the requirements in terms of reliability, fault tolerance, protection of
personal data and so on. Tools with reusable infrastructure elements, which are common to such systems, are
able to decrease the amount of work needed for the development of telemedicine systems.

An interactive tool for creating distributed telemedicine systems is described in the article. A list of re-
quirements for the systems is presented; structural solutions for meeting the requirements are suggested. A com-
position of such elements applicable for distributed systems is described in the article. A cardiac telemedicine
system is described as a foundation of the tool
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Jnst xureneil ynanéHHbIX pailoHOB YacTO MOXKET COCTaBJIATH MPOOJIeMy MPOXOKACHHE KBAIHM(PUIMPOBaH-
HOTO MEIUITMHCKOTo 00cienoBanus. JJOCTYHBIA MEAMIIMHCKUI MIEPCOHAT MOYKET OTCYTCTBOBATh HJIM HEe 00Ja-
JIaTh SKCIEPTHBIMU 3HAHUSIMU JOCTAaTOUHOro ypoBHs. [IoM0oub B Takoil CUTyalluu MOTYT TeJIEMEIULIMHCKUE TeX-
Hostoruu. C OZHOW CTOpPOHBI, TAKHE TEXHOJIOTHH IO3BOJISIIOT BpayaM BBHICOKOW KBaJM(HKAIMK OKa3bIBaTh y/a-
JNEHHBIE KOHCYJIbTALlMH, OBBILIAS TEM CaMbIM KayeCTBO IOCTAHOBKU JAMAarHO3a U COCTABJICHUS IUIaHA JICYCHHUS.
C nmpyroéi CTOPOHBI, CpEACTBAa aBTOMATH3MPOBAHHOTO aHAlM3a pE3yJIbTATOB IPOBEACHHBIX HCCIICIOBAHMUA,
aHaMmHe3a W HHpopManuy 00 aHAIOTHYHBIX CIIyJasX MOMOTAlOT OOJETYHUThH BHITIONHEHUE PYTUHHBIX IEHCTBHI
1 OKa3aTb MEAMLIMHCKOMY IIEPCOHAIY MOAJEPKY B IPUHATUHU PELICHUM.

Co3maHne TeNeMeIUIIMHCKONH CHCTEMBI JUISI KOHKPETHOH MpeAMETHON 00JacTH — 3TO TPYAOEMKHUH mpo-
necc. He mocratouno mogo6arh moAXOIMIINX CIIEHHATHNCTOB U 3aIlOJIHUTH 0a3y 3HaHUH aHAJTUTUIECKOTO MOIY-
ns1. HeoOXomMo Takke OpraHn30BaTh BCIO MH(MPACTPYKTYPY CHUCTEMBI, yJIOBJIETBOPSIS NpeabsBIsieMble TpeOo-
BaHUs I10 Hallé)KHOCTl/I, OTK&30yCTOﬁ‘IHBOCTH, 3alIUTC NMCPCOHAIIBHBIX JaHHBIX U TaK Jalice. CHU3UTH pr}IOéM-
KOCTh pa3pabOTKU TeNEeMEIUIUHCKNX KOMIUIEKCOB MOXET HHCTPYMEHTAapHid, coJiepiKaliuii MHOTOKPaTHO
UCTIONIb3yeMble HH(PPaACTPyKTypHBIE JJIEMEHTHI, OOIIUE JJIsl CUCTEM TaKOTO POAa.

B nanHo¥ paboTe onmcaH MHTEPAKTUBHBIA MHCTPYMEHTApHi Ul CO3JaHUS PACIpeNeNEHHBIX TeleMeIH-
UHCKUX cucteM. [IpuBoauTcs crimcok TpeOGoBaHUH, MPEABIBISIEMbIA K ITOJy4aeMbIM CHCTEMaM, U apXUTEKTyp-
HBIE pEIICHUs, TO3BOJILIONINE YIOBICTBOPUTE 3TH TpeOoBaHMs. B kadecTBe mpuMepa MpUMEHEHHs CO3IaHHOTO
MHCTPYMEHTApUs ONMCHIBAETCS KApAUOJIOTHYECKAS TEIEMEULIMHCKAs CUCTEMA.

KiroueBbie ci0Ba: HHTEPAKTUBHBIA HHCTPYMEHTAPHA, HCKYCCTBEHHBINM MHTEIJICKT, pacrpeaAciEHHbIC Tele-
MEINUIUHCKIE CUCTEMBI, CHCTEMBI TIOAICPKKU IPUHSITHS PEIICHUH, yIanEHHbIE KOHCYIbTAllNU
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Introduction

In a narrow sense, telemedicine is a procedural complex for transporting medical data at a dis-
tance via computer technologies and high-trunk connection. However, the modern state of information
technologies allows considering telemedicine as an interdisciplinary field focused on creation of the
unified information space that contains ordered resources and functions of the different subjects of
healthcare.

The necessity of telemedicine development is acknowledged by the leading countries of the
world. For instance, telemedicine technologies are widely used by USA, Norway, Greece, Great Brit-
ain and many others [TenemenuiMHCKUE IIGHTPBI U pecypchl..., 2014]. Projects of telemedicine net-
works formations are considered among the most important medical projects funded by European
Community. They are particularly important for the countries with vast remote areas, where traditional
medicine availability is lacking [K Bompocy pa3utus tenemenuiuusl..., 2013]. Considering the large
geographic extent of Russian Federation, the significance of such problems is growing continuously.

While a huge variety of telemedicine systems is being used for different purposes: remote sur-
gery, videoconferences and consultations, medical e-learning and others, the most important branch of
telemedicine in Russia is providing highly-qualified medical treatment for people regardless of their
location. Appropriate medical services should be available in rural hospitals, towns with a lack of spe-
cialists, remote settlements without any medical institutions, during expeditions and so on.

With the growth of IT-infrastructure and network speed, the need for efficient distributed medical
data processing increases. It creates a problem of the medical data protection, which should be handled
with personal rights and state security in mind [Perxos, 2011].

Commonly, remote consulting is considered as a basic function of telemedicine systems. The
function includes deferred and real-time consulting via text messages or video, medical data transmis-
sion and analysis.

Remote consulting can be extended to videoconferences. Vast experience in holding videocon-
ferences, even international ones, proves the efficiency of the approach. Russia is systematically in-
volved in the number of videoconferences such as Moscow — San Francisco, Moscow — Geneva,
Arkhangelsk — Oslo etc [FOcymoB u ap., 2002].

Another steadily growing part of telemedicine is the development and use of electronic health
records (EHR). EHR are the key part of implementation of distributed health technologies. They grant
easy access to medical history and thereby increase the efficiency of medical consulting and treatment.
Consolidation of databases which belong to different medical facilities provides wide range of possi-
bilities for statistical analysis and data mining.

In addition to consulting and medical data handling, medical e-learning is a significant compo-
nent of the telemedicine. According to the analysis of different telemedicine projects from various
countries, 48% of the projects are related to medical educational purposes [K Bompocy pazButus
TeneMenuuuHsL..., 2013]. The remote consulting, information support of general practitioners and
medical scientists, lifelong distance learning determine the complete solution for problems of telemed-
icine application by improving the training of specialists. Periodical issues of the journal of medical
education ‘Academic Physician & Scientist” about the topic could be considered as a proof of large
interest in educational aspects of telemedicine.

Synthetic technologies of medical data processing are rapidly being developed as a part of tele-
medicine. They consist of different kinds of information, expert and intelligent systems. Their aggre-
gating factor is an Al-based knowledge extraction from medical data and providing this knowledge in
the form of decision support systems [Heuaes, [ertspes, 2011]. Automated consultations using vari-
ous diagnostic systems are considered to be the main focus of such systems application. Their purpose
is to support decision making about appropriate treatment on real cases, utilizing achievements in the-
oretical and practical techniques of Al. A lot of factors and the complexity of interactions during med-
ical decision making are the reason why medicine is one of the most difficult areas to apply automatic
logic inference [bornanos u np., 2003]. There may be a number of reasons:
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The complexity of medical knowledge impedes problem solving because of lack of standardiza-
tion in terminology, formats and measurement scales. Diagnostic system encodings are becoming
more and more universal lately, however the extensive range of symptoms, data acquisition formats
and organization of records storage still remain a matter of personal preference;

Flexible and easy to use computer methods of medical knowledge representation have not been
created yet. The same could be told about flexible algorithms of inference;

Large amount and complexity of medical knowledge result in high requirements on computer
systems for its storing and processing. So far, such requirements could have only been met using
mainframes with different ‘intelligent’ terminals, which have various processing and visualization
speed;

There is no any ‘driving force’ capable to encourage the spread of such computer systems and
their inclusion into medical practice.

Medical theory and practice are quite complex. The lack of clear definitions of deceases and condi-
tions of the organism, parallel classifications, various and sometimes doubtful measurement scales com-
plicate the work of physicians. The effective telemedicine usage requires development of strict encoding
and diagnostic standards. The unified terminology is important for knowledge formalization for intelli-
gent systems. The standardization will help to solve the problem of introducing new technologies and
defining knowledge bases for new generation of medical information systems more precisely.

The main requirements for the development of decision support systems in medical applications
are associated with flexibility and ability to evolve and provide practical advices in the environment
with information heterogeneity. Hierarchical system pattern, the possibility of connecting networks,
operational reliability and survivability as well as continuity and the ability to upgrade continuously
make such systems extremely complex both in development and maintenance.

Creating a telemedicine system for a particular domain is a laborious process. It is not enough to
find qualified medical experts and to fill the knowledge base of the analytical module. It is also neces-
sary to organize all infrastructure of the system to meet the requirements in terms of reliability, fault
tolerance, protection of personal data and so on. The motivation of current work is to create a toolkit
for a broad range of telemedicine systems to decrease the amount of work needed for the development
of telemedicine systems.

The research foundation

The idea of creating tools for development of distributed telemedicine systems is based on expe-
rience with ADEPT-C software package. ADEPT-C (Advanced Data Evaluation Parallel Tools - in
Cardiology) is designed to ensure the correct functionality of a RTCES (Real-Time Cardiology Expert
System) [Bogdanov et al., Volume 1, Issue 2, 2006]. Its purpose is to arrange data collection of remote
patients’ statuses, formation of EHRs and decision making support for diagnosing physicians in the
form of automated consultations. It implements a software shell for a cardiology real-time expert sys-
tem designed for operational control and medical consulting of patients with cardiovascular diseases
who are at a considerable distance from the leading medical centers. ADEPT-C operates on client-
server architecture and uses multiprocessor supercomputers as its core. ADEPT-C toolkit is the basis
for creating a new generation of RTCES functioning on high performance supercomputers [Bogdanov
et al., Volume 1, Issue 3, 2006]. The system includes components which can be implemented as reus-
able components and used as a basis in creating modern distributed telemedicine systems in specific
problem areas, thus it served as a foundation of the present work. Below is the short description of the
system functionality [Bogdanov et al., Volume 1, Issue 1, 2006].

The RTCES is intended for use only by persons with special medical training and system author-
ization. These persons are divided into the following categories:

e Physician generalists. The category includes primary care physicians, family physicians,
emergency room doctors and medical staff providing medical stations in organizations with high re-
quirements on workers’ health (e.g. airports, railroad stations, etc).

KOMIIBIOTEPHBIE UCCJIEJOBAHUA U MOJAEJIUPOBAHUE




An interactive tool for developing distributed telemedicine systems 525

e Specialists. This category contains the problem area specialists from clinics and hospitals. The
main difference from the first group is their expertise in identification of specific symptoms, which are
the base of the differential diagnosis.

e Experts. This group consists of leading specialists in the medicine problem area who have
mastered their diagnosis skills and are capable of making additional changes to the knowledge base of
the system.

According to the three groups of users, the system allows performing the following tasks:

e Automated anamnesis collection and conducting EHR of a personalized patient, including his
or her passport and insurance information, results of the current survey and inspection, medical devic-
es data, the diagnosis;

e Automated remote consulting — the decision making support for the attending physician
(generalist) in order to create a further diagnosis;

e Automated differential diagnosis — the decision making support for the attending specialist in
order to establish a final diagnosis. This task is performed based on the results of an automated consul-
tation;

e Real-time remote expert consulting for an attending physician (performed on the results of au-
tomated consultations in ambiguous cases);

e Education and training of physicians.

ADEPT-C software package is designed to accomplish the following tasks:

e Allowing users (based on their permissions) to access to a single database containing infor-
mation about patients.

e Organization of rule-based inference for the differential diagnosis of cardiac diseases.

e Stochastic modeling of human heart electrical activity in order to detect and diagnose its
pathological dynamics.

e Modification and adoption of new information into the database and the knowledge base of
RTCES based on the results of the current system usage.

e Protection of personal data during their transfer between components of the complex.

The fundamentally essential part of the telemedicine complex organization is knowledge and ex-
perience transfer from leading research institutions, therapeutic and diagnostic centers to physicians
and other specialists who are far away. Interconnection of computer systems into a single telecommu-
nication network under the multilevel structure based on a telemedicine resource center allows imple-
mentation of knowledge integration and rapid transfer of structured data between separate contributors
for the further usage in diagnosis and treatment.

Architecture of the system

There are four main components in the designed interactive tool (see figure 1). The first is a fa-
cade — component that is responsible for interaction with external environment. It provides API for
creating client applications for specific problem areas, e.g. services of data access and consultation
requests. In addition, the facade contains modules of encrypted data transfer and user authorization
and authentication.

The second component is the remote consultation organization module. It maintains the list of
available specialists and a queue of patients, for which diagnosis is required. When doctor is ready for
the next case, the module chooses patient from the top of the priority queue and helps to establish con-
nection between them.

The medical data storage is the third toolkit component. The main part of it is the distributed database
for history of cases. The tool user can deploy the database nodes on his hardware and configure the struc-
ture of stored EHRs. Furthermore, the component contains API for integration of external data sources.
Records from extraneous data warehouses should be converted for the further usage in the system.

The last component — automatic consultation module — can be seen on the figure 2. The central
part of that module is the inference engine. Its function is to provide recommendations by means of
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logical reasoning. The engine uses information from different sources. First, it has access to
knowledge base filled in by problem area experts. Using rules from knowledge base and symptoms
from working memory, the reasoner provides the most possible diagnosis. Additional information can
be extracted by statistical analysis of anonymous records from data storage. Furthermore, the module
contains procedure components registry. External procedures can be integrated into the system using
this registry. Procedure can add extra facts to working memory and precise existed symptoms.

/ API

Facade

Automatic Remote consultation
consultation module organization module

Medical records storage

Fig. 1. Common architecture

Inference engine

Procedure
components
Knowledge registry
base
Statistical analysis
mechanism
.

Component 1 e Component N

Fig. 2. Automatic consultation module

Summarizing the previous topics, the list of the interactive tool functions is presented below:
Medical data storage;

Encrypted data transfer;

User authorization and authentication;

Client API;

Inference engine;

Distributed knowledge base;

Statistical analysis tool;

Procedure component registry.
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These activities are useful for creation of telemedicine system infrastructure. If the tool takes re-
sponsibility to provide these functions, it will be easier to construct the telemedicine system for specif-
ic problem area.

Conclusion

The present work is an initial stage for future development. Creation of such tools allows faster
implementation of functionalities of information systems for telemedicine purposes. A fast and easy
way to create telemedicine systems can boost their use in healthcare and greatly improve the quality of
life.

References

K Bompocy paszButus tenemenuiunsl B Peciyonuke Apmenns [Tekcr] / M. H. ABaksa [u np.] // Me-
IULIUHCKOE 00pa3oBaHue U npodeccruonanbHoe passutue. — 2013. — Ne 4. — C. 42-54.

Heuaes 0. ., /leemapes A. b. VIHTennexkTyanbHble CUCTEMBI: KOHIENIMs U mpuioxerns. — CII6.:
Uzn-o C.-Iletep6. yu-Ta, 2011. — 269 c.

bozoanos A. B., Byxanoeckuii A. B., Barvoenbepe A. B., [leemapes A. b., Heuaes FO. U. Nudopmaru-
OHHO-aHAJIMTHUYECKAsi CHUCTeMa B O0O0NacTH TeleMequIuHbl. IlaTeHT Ha wu300peTeHne RUS
2251965 29.01.2003.

Poioicos P. C. AxtyanbHble TpOOJIEMbI MPABOBOTO OOCCICUCHHS HAKOIUICHHUS KOHGHICHIIMATBHOM
nH(pOpMaIH 0 TpakaaHax B TeneMenuiinHe / Teopus u mpakTHKa OOMIECTBEHHOTO Pa3BUTH. —
2011. — Ne7. — C. 247-249.

fOcynoe P. M., [lononnukos P. 1., [liox B. A., braxcuc A. K., Kysaxun B. U., Heanos A. IO., Bopobo-
es O. B., Comnuxog A. /[. Pazutne tenemenununbl Ha Cepepo-3amane Poccuu // Tpynst CITUN-
PAH. Bemm. 1, 1. 1 — CI16: CITMUPAH, 2002.

TenemeqMUMHCKKIE LEHTPH U pecypebl Internet mo Tenemenuuune. OyHKIUN TeleMEAUIUHCKUAX 1ICH-
TpoB. 2014. fzoz.ru/articles/informatsionnye-tekhnologii-dlya-vracha-glava-26-telemeditsinskie-
tsentry-i-resursy-interne

Bogdanov A., Degtyarev A., Nechaev Y., Valdenberg A. Designing a High-Performance Telemedicine
System. // Healthcare IT Management, Volume 1, Issue 2, Euromedical Communications NV,
Brussels, Belgium, 2006 — P. 30-32.

Bogdanov A., Degtyarev A., Nechaev Y., Valdenberg A. Designing a High-Performance Telemedicine
System, Healthcare IT Management, Volume 1, Issue 3, Euromedical Communications NV,
Brussels, Belgium, 2006. — P. 31-34.

Bogdanov A., Degtyarev A., Nechaev Y., Valdenberg A. Designing a High-Performance Telemedicine
System, Healthcare IT Management, Volume 1, Issue 1, Euromedical Communications NV,
Brussels, Belgium, 2006. — P. 29-32.

2015, T. 7, Ne 3, C. 521-527




